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 libmdbx | WTF ?

1. Works on Ethereum nodes and wide:

▪ Erigon since 2021

▪ Akula/Reth/Tempo since 2022

▪ StarkWare since 2023

2. More +100500 на iOS/Android

3. Spinoff from LMDB в 2015

within ReOpenLDAP for MegaFon

libmdbx is a software library with the implementation of a high-performance compact embedded storage engine. Technologically, libmdbx implements a memory mapped database of the key-value model based on a B-tree, using MVCC without WAL. Performance is achieved both through efficient internal algorithms and by minimizing overhead costs.

libmdbx offers ACID, strict serialization of changes, and non-blocking reads with linear scaling across CPU cores. Auto-compaction, automatic database size management, and range query estimation are supported. Efficient storage of integer keys and values is provided. It supports storing ordered multiple values corresponding to a single key, which allows you to build extremely efficient indexes.

The libmdbx code is distributed under the Apache 2.0 license. Most of all usable  operating systems and architectures are supported, as well as the Russian Elbrus 2000. libmdbx offers a developed API for C++, as well as bindings supported by enthusiasts to the languages Rust, Haskell, Python, NodeJS, Ruby, Go, Nim, Deno, Scala. Projects using libmdbx include Isar, Erigon, and Reth, as well as developments by StarkWare and Positive Technologies.

Historically, libmdbx has been a deep redesign of the LMDB and surpasses its progenitor in reliability, set of features and performance. Compared to LMDB, libmdbx pays great attention to code quality, API stability, testing, and automatic checks. A utility for checking the integrity of the database structure is supplied with some recovery capabilities.

According to various estimates, there are from 5 to 50 thousand repositories on Github alone using libmdbx through bindings to popular programming languages, or indirectly through other frameworks and components. In particular, several bindings to Rust are available, as well as the Isar and Hive frameworks used in tens of thousands of mobile applications.

Therefore, in the mobile segment, libmdbx is often the second choice after SQLite, in cases where higher performance is required and the key-value model is suitable for application data, or the capabilities of the corresponding framework/ORM are sufficient. It is not possible to estimate the breadth of libmdbx usage more precisely.

ReOpenLDAP was forked in 2015 to solve problems that arose when using the original in an infrastructure where the OpenLDAP was involved in one of the infrastructure National telco operator (NGDR/UDR, according to the standard, is a centralized node for storing data on all types of subscriber services).
Such an application involved industrial operation in 24x7 mode of a specific LDAP directory, with a size of 10-100 million records, in a highly loaded scenario (up to 10K updates and up to 50K reads per second), and in a multi-master topology.
We can say that ReOpenLDAP appeared involuntarily, as a result of both the poor quality of the parent OpenLDAP and the refusal to accept fixes. Symas Corp, as the main developers, commiters and owners of the OpenLDAP code, could not solve the problems that arose, so it was decided to try to do it on their own.
As it turned out later, there were many more errors in the code than could have been expected.
Therefore, more efforts were spent than planned, and ReOpenLDAP is still of some value and (according to available information) is the only LDAP server that fully and reliably supports the multi-master topology for RFC-4533, including in high-load cases.

https://sourcecraft.dev/dqdkfa/reopenldap


 libmdbx | Achievements 2025

1. Reliability during development:

▪ >100M, was no data loss

▪ early GC cleanup

▪ changed 20% of the code

2. Success with Erigon

3. Rise of popularity in Rust

2026

2025

As of the current understanding, there are more than 100 million database instances in use by the end of 2025. However, this is a very, very rough estimate based on an assessment of the distribution of libmdbx on Github. At the same time, the main part of this figure is made up of various mobile applications for which attempts have been made to estimate the number of active installations. Therefore, the results will vary greatly depending on the methodology and specific criteria.

Over the past few years, there have been no reports of crashes that resulted in data loss and required recovery from backups due to libmdbx.

This does not mean that no errors nor flaws were found in libmdbx during 2025. However, no problems were identified that led to data distortion or loss. In addition, most of the problems related to debugging builds, or were identified and fixed before receiving complaints from users.

The "Early GC cleanup" is a significant internal refinement that removes obstacles to further development and involves a large volume of risky changes that require extensive thorough testing.

The total time of the multi-stage testing was about 10 years of processor time, with an average of about 256 GB of RAM.

By the end of 2025, it was decided to consider the "Early GC cleanup" ready and tested, which opens the way to "Explicit defragmentation" and "Non-sequential GC processing". More details below.

https://erigon.tech/


 libmdbx | Barriers

1. High threshold of entry:

▪ emergently cumulative dissimilarity

▪ complicated & baffling

▪ slow ≈ useless

2. Huge state space

3. Frozen database format

2026

2025

In 10 years of libmdbx development, no stable development team has been formed. On the contrary, almost the entire volume of work was done by one author. A similar situation is observed in LMDB, from which libmdbx spun off in 2015. All this requires an explanation of the reasons.

Inside LMDB, and especially in libmdbx, heterogeneous technologies and approaches are used that are extremely rarely mixed in such a combination: lockfree, mvcc, b-tree, shared memory, interprocess communication, system-dependent locks, the use of undocumented Windows features, recurrent algorithms, transaction isolation, extremely machine-efficient implementations of basic algorithms, etc.
In addition to a large set of technologies and approaches, it is also important be able to use ones in non-standard or rather rare combinations. At the same time, there is no explanatory documentation, all understanding must be drawn from the code, recognizing the interweaving of algorithms, approaches and technologies in it.
For productive development, it is necessary to have both competencies in each of these areas, experience working with a complex code base, and have a time resource with motivation to spend it diving into the code base.

The value of libmdbx is largely due to the performance that is achieved by minimizing overhead. Therefore, any useful improvements that increase these overhead costs will devalue the project.

The correctness of libmdbx can be fully verified by traversing the graph of all possible states of the system as a finite automaton. At the same time, many database operations depend not only on the arguments and context of the program state on the stack and in dynamically created objects in memory, but also on the structure of the b-tree, including its height, page occupancy, and the location of individual values on the pages. In turn, the b-tree structure is determined by the entire history of modifying operations, minus interrupted transactions.
Thus, in comparison with a regular program, the set of states to be traversed is multiplied into a set of b-tree states, depending on the entire history of operations. As a result, a huge irregular state space is formed, the graph of transitions along which is also huge and can potentially contain rings and gaps (dead ends).
An obvious way to simplify the verification is to reduce the possible states, such as generalizing algorithms and reducing ones to simpler regular steps. Such approaches are well-developed and underlie the development of complex software systems, including almost all DBMS and storage engines. Some disadvantage of this approach is the deliberate neglect of special cases and possible optimizations. But in the case of libmdbx, the rejection of optimizing special cases has a much more significant impact on the final performance.
Therefore, libmdbx handles many special cases separately, which does not help reduce the number of possible states and significantly increases the required amount of testing. All of the above also implies the insufficiency of traditional testing approaches, since the multidimensionality, irregularity and power of the state space precludes the generation of static test scenarios sufficient for verification. Therefore, in addition to simple basic tests with static scenarios, libmdbx uses stochastic tests and generating algorithms.

libmdbx is a storage engine with mapping of all data to memory. This has obvious advantages and disadvantages. In particular, loading data from media is more expensive, since in addition to the inevitable read operation, an page fault will be occur and a virtual memory page tables will be modified. However, subsequent access to the data does not require any operations or copying, sine it is directly accessibne in a memory.

With this approach, the literal data storage format is much more crucial than with traditional databases, since there is no reading nor transformation phase of data. The data is available strictly as-is to the engine itself and an user application in exactly the same form as it is stored on the media. Thus, the properties of the database file format, especially the presence of specific structures, tags, and indexes in it, directly determine and limit the basic capabilities and properties of the database. In this way, the database format actually defines the code of an essential part of the storage engine, and changing the format means changing the internal implementation of all database operations.

The current database format was developed after realizing some of the shortcomings of LMDB. However, any significant changes in the basic ways of page content, layout of index elements and links, etc. were deliberately excluded, as this required time-consuming alterations with the absence of time. After that, it was decided to follow the tactics of preserving the database format, until resources become available and it needs to be recycled, either until the possibilities of current storage engine will exhausted. At the same time, the designing of a new format was assemed to combine with the development of a new storage engine, including in the form of a separate project.



libmdbx | Turnpoint
Was:

▪ fully open source development

▪ database format has frozen

▪ features and support for free

Become:

▪ open code, but not development

▪ more database formats

▪ sponsored features,

   support for untainted

2026

2025

The libmdbx code will forever remain open and with high-quality free support, but futher it will be distributed in an amalgamated form without unnecessary dependencies. The source code of the tests, as well as the internal documentation, will be available only to the team directly involved in the development.
While the project reaches significant points in development, including taking into account stabilization and reliability, signed commits will be generated for the amalgamated code in public repositories, including a mirror on Github. Everything related to design and development, including the code of the test framework and internal technical documentation, will be re-licensed and available only to direct development participants.
This decision was made for a combination of reasons, here are the main ones:
1. The desire to simplify the use of the library and reduce the complexity of its support during the development of tests. Additional third-party code and components are required to expand and develop the tests. This will increase the amount of code and the number of project dependencies, and significantly complicate the build process. All this will make it difficult for ordinary developers to use the library, and it will make it very difficult to use it in derivatives and in binding-mediated projects. At the same time, this will increase the cost of documenting and maintaining the project, create inevitable errors and difficulties for users, which will require more time to help them.
2. Eliminating dangerous false expectations due to the mistaken impression of ease of development and testing. The testing framework is not intended for use outside of development. Its use requires not only an understanding of the details of the its operation and of libmdbx internals, but also a huge expenditure of processor time with RAM on the order of 1-2 terabytes. Therefore, the vast majority of third-party developers and users cannot actually achieve productive goals from using the test framework. However, at the same time, third-party developers often make their own changes to the libmdbx code and consider them correct after short-term surface tests, which are fundamentally insufficient to identify potential problems. Thus, the availability of tests provokes unskilled "knee-jerk improvements" and paradoxically leads to a cumulative increase in problems, user frustration, increased complexity of support, and a deterioration in the image of libmdbx.
3. Countering the hijacking of the project, following the example of the situation with Akula at the end of 2022. It was decided not to announce any relevant names and names, not to explain the details, and to refrain from further comments and discussions as much as possible. Since all this may turn out to be unfounded suspicions and baseless reproaches, which will lead to an unconstructive deterioration of relationships and other negative effects. It is necessary and simple enough to say that concerns have arisen and a decision has been made.
I would like to repeat once again that the libmdbx code will forever remain open and with high-quality free support, but it will be distributed only in an amalgamated form without unnecessary dependencies.

As already commented, the current database format has exhausted itself and has become an obstacle to further development. However, the transition to the concept of multiple formats is a fundamental turning point in the history of libmdbx and MithrilDB.
It was previously stated that the database format in libmdbx was frozen, and further development will be continued from a "clean slate" in the MithrilDB project, which is referenced in many places in the libmdbx documentation. It was assumed that this way would allow us to bypass many difficulties and achieve goals faster.
There are undoubtedly several advantages to developing projects separately and starting from scratch. At a minimum, this way it is possible to ensure the independence of the version stabilization and release processes, as well as to eliminate any licensing difficulties. However, there are a number of significant drawbacks, the main of which is the significant difficulty for users in switching to MithrilDB, as well as the inability to easily and quickly "just try it".
Therefore, based on all the circumstances, it was decided to switch to an iterative seamless development strategy with continuous movement from libmdbx to MithilDB. The first step in this direction will be to create an internal infrastructure to support multiple database formats and ones corresponding implementations of basic operations.

There is nothing unusual here, just an explicit designation of the rules that were previously assumed based on common sense.
 
As before, development will be based on the vision and preferences of the authors, and useful ideas and improvements requested by users will be implemented in the order of priority depending general expediency and availability of resources. However, it is now explicitly stated that, if necessary, urgent improvement can be requested on a paid/commercial basis, including without publishing the results.

"Supporting ours own only" means refusing to support any third-party versions that differ in any way from those officially distributed. This obliges third-party developers to assume the risks associated with making any changes to the code, and at the same time clearly saves the authors and maintainers of the project from any effort and time spent on solving problems caused by third-party modifications. 
 
Support will be provided only for officially published versions of the code. The git tree hash must match the signed commit in the libmdbx public repository as an identity criterion. For all other cases, paid support will be offered.
 
We will also insist and enforce that all derivative versions comply with the license requirements, including the explicit presence of a notice stating that such derivative modified code originates from libmdbx, but is no longer original and supported, and is not subject to any libmdbx quality guarantees.



 libmdbx | Right now

1. Search with caching  ⇨ .NET

2. Removal by bunches ⇨ Erigon.tech

3. Cloning transactions ⇨ Tempo.xyz

2026

2025

Originally by Gabriel RABHI (https://github.com/Gabriel-RABHI ) has requested an improvement/feature designated as "Implicit changes callback" to develop its "Ghost Body Object" technology. In the process of analysis and discussion, which are easy to find on the Web, it was decided to add to libmdbx the ability to receive data using a mechanism conventionally called "caching". The technological essence of the proposed "caching" is to store pointers to data directly inside the database with extremely fast verification of their relevance. This uses the marks present in libmdbx about the transaction number inside the database pages, with an early exit from the tree search cycle. The search from the root of the tree to the leaf pages stops as soon as it reaches a page that has not been modified after the last check of the corresponding cache element. Thus, instead of a full B-tree search, the minimum possible number of actions is performed, depending on the amount of changes after the last data acquisition. All together, it provides dramatic acceleration up to several tens of thousands of times. In the worst case, such a search with "caching" is not slower than usual. As of December 2025, the implementation has fully passed functional and massive stochastic tests. It remains to complete the development of tests and debugging of the multithreaded lockfree cache interaction API — this is a small amount of work, but for now I had to switch to another activity. According to available information, Gabriel RABHI is working on a publication on this topic and intends to offer the "Ghost Body Object" to the .NET community.

Inside the B-tree, keys are always stored ordered, and in libmdbx, a multi-values (aka sorted duplicates) are stored similarly ordered for tables created in the appropriate mode.

Deleting a large number of consecutive keys or ordered values in a B+tree turns in the deletion of several entire pages or even entire branches of the tree. Special handling of such cases allows you to avoid unnecessary actions and thus perform the deletion many times faster.

At the request of the Erigon team, the implementation of this feature has begun. The development will be carried out in two conditional stages. First, the simplest naive implementation will be implemented through iterative deletion with full test coverage. The naive implementation will then be replaced by special case handling.

libmdbx already provides parallel and independent operation of several reading transactions, which are not blocked by strictly sequential writing transactions. However, at startup, currently each reading transaction uses the last recorded MVCC snapshot without an alternative. When running several reading transactions, it may turn out that they are reading different MVCC snapshots if at least one writing transaction is recorded during the start ones.
Prior to the request from Reth/Tempo, the ability to clone reading transactions was not required, but likewise feature was provided in other ways. For example, during the start of a series of transactions, a lock was used to prevent write transactions.
Now it has been decided to extend the API with a more generalized feature. In particular, to provide the ability to read the MVCC-snapshot at which a writing transaction was started. This will be required in the future, both to implement explicit defragmentation, and to be able to convert data inside the database and/or transform the data schema.




 libmdbx | Soon

1. Explicit defragmentation

2. Nonsequential GC processing

3. Subscription API

2026

2025

For about 8 years now, libmdbx has been provide a zero-cost auto-compactification feature. Algorithmically, this is a very simple solution — if, in the process of working and recycling "garbage", the engine sees an unused page adjacent to the end of a DB file, it throws it away and truncates a database file. Thus, with any updates, a database tries to displace unused space.
The main disadvantage of zero-cost auto-compactification is a case when there is a page with useful data at the end of a database file, which remains in use endless. In this case, the auto-compactification feature runs into such a page and gets stuck, and a DB file can remain huge, even if only one such page is used.
The planned explicit defragmentation at the user's request will simply move data from the part of the pages used at the end of a database file to the pages located closer to the beginning. After that, the released pages will be discarded by truncation of database file. However, the technical feasibility of implementing explicit defragmentation required significant infrastructure improvements, which were completed and verified during 2025 as part of the "Early GC cleanup".

Historically, both in LMDB and inherited in libmdbx, there is a significant architectural flaw that manifests during long-term execution of reading transactions meanwhile  with continiuos commiting of write transactions. This problem is called "Long-lived read transactions" and is described in the "Caveats" section at https://libmdbx.dqdkfa.ru.
The fact is that for the sake of simplifying algorithms and maximizing performance, LMDB and libmdbx use strictly sequential garbage recycling. In turn, each reading transaction blocks the processing of the MVCC-snapshot of a data it reads. If such a transaction is executed for a long time, it becomes the oldest and prevents further recycling of garbage. At the same time, the committed write transactions continue to create new MVCC snapshots, which require allocating new pages to accommodate a changed data. As a result, the number of used database pages is growing as the number of simultaneous MVCC-snapshots. There is an increase in the size of the database file and the working set of pages of all processes working with the database.
To solve this since the first independent versions, libmdbx has offered both a mechanism for preventing long-term reading transactions (a callback to cancel ones) and tools that significantly reduce the severity of the consequences (LIFO garbage recycling). Recent versions have also provides parking and ousting feature for reading transactions. However, a full-fledged solution to the problem is possible only through the implementation of nonsequential recycling of garbage. For this, when necessary, for a set of running reading transactions, the pages included in the readable MVCC-snapshots will be tracked, and the identified unused pages will be sent for recycling. Technically, "nonsequential GC processing" requires extremely efficient end-to-end tracking of database page usage, as well as significant infrastructure improvements that were completed and verified during 2025 as part of the "Early GC cleanup".


Subscribing to changes is a useful feature in its own right, but it is also necessary for the implementation of planned replication in the future. Technologically, this is a rather complex mechanism, as it requires stable and reliable interaction of several heterogeneous processes through shared memory. Moreover, the development of a convenient and sufficient API for such interaction is an independent value.
In the current understanding, the implementation will be based on the concept of "mailboxes" organized internally like circular buffers and placed in shared memory in the same way as the current reader table. The size of each "mailbox" will be reserved during creation, and the format of notifications will on the fly changes from an exactly to the most general "something has changed", depending on the each mailbox free space availability.



 libmdbx | Afterwards

1. Ability of multiple implementations 

2. New database format

...replication based on ReOpenLDAP

3. Movement towards Mithril Database

The development possibilities of the current libmdbx storage engine are almost exhausted and turns to significantly change the database format, both enriching it with missing metrics and fundamentally reworking the essential principles of construction.
Such work cannot be done momently, but also a full support for the current format database and the associated storage engine implementation will be required for a long time. Therefore, a new era of refinement and development will begin with internal refactoring to ensure simultaneous effective support for multiple storage formats and related implementations.
During this, the less noticeable the change of internals will be for users, the higher the result of such work should be appreciated.

Once the internal infrastructure is ready to support the simultaneous operation of multiple implementations, support for an experimental new database format will be added.
It should be noted that the development of a new database format is a large and complex task, inextricably linked to a huge mass of implementation details that cannot be designed and developed in the best possible way on the first attempt.
So, in fact, there will be several new formats. For quite a long time, they will replace each other, remaining in an experimental status, until a result is obtained that is close to ideal in the understanding of the authors.

The mentioned "replication" was planned to be implemented several years ago. However, this failed for a number of reasons. The main one is the need to implement "Nonsequential GC processing" for the stable operation of the replication mechanism in near-critical modes.

Technologically planned replication is a development of the ideas outlined in RFC-4533, taking into account the experience gained during the development of ReOpenLDAP for use in the infrastructure of National Telco "MegaFon". The key characteristics and properties can be formulated as follows:

1. Without using change logs. The main technological advantage of this approach is not waste resources for storing, maintaining, and replay a change logs.
2. Replication is performed by a separate independent process running parallel to the main applications on each node. No interaction with the replication subsystem is required, but only the  description of a data schema stored inside the same database.
3. Stable operation and fast convergence are guaranteed with eventual consistency with fully automatic mode.
4. When working in a topology with a single master node, clients reading data on each replica see only consistent snapshots of data corresponding to specific points in the master server's transaction history.
5. Multi-master topology support. At this clients reading data from any node in the cluster at any given time see eventually consistent snapshots of data formed by non-conflicting or merged changes.
6. To resolving a collision of changes in the multi-master topology, many of conflict resolution alorithms can be used which ensured the same final state depends of a data and time of changes, but regardless of the order and the place conflicts are detected. By default, the simplest "last change wins" approach is offered.
7. Replication does not limit the number of passive replicas, but it is not infinitely scalable in terms of the number of active master nodes accepting updating requests from users.

However, there are currently no specific deadlines or priorities for replication development. At the moment, there is only a technological vision and previous experience, as well as the intention to turn it into a potentially first-class solution.

From all that has been said before, the strategy of moving from libmdbx to MithrilDB should already become obvious: we provide the opportunity for the new and the old to coexist, add new things, and remove the old as it die out.
The main thing is to follow the principle of continuous seamless development, at each step of which users will be given the opportunity to try new things and continue using the old. Obviously, the declaration of such a strategy does not mean that there are no significant difficulties in its implementation.
So I prefer not to define any deadlines or make unnecessary promises. Nevertheless, I would like to draw attention to the significant progress made during the development of ReOpenLDAP and libmdbx when evaluating the prospects of MithrilDB.



 Mithril ≈ New DB format

1. Merkle Tree + Patricia Trie

2. Optional mmap and encryption

3. Long keys, prefix compression, streaming 

blobs, data compression, element 

numbering…

The key feature of the new format will be an improved prefix tree superimposed on top of the Merkle tree formed by the basic B+tree structure. Each database page will be provided with a set of flags that ensure the use of various integrity and encryption primitives, as well as control of the B+Tree versioning structure from the MVCC point of view, as is already being done in libmdbx.
The prefix tree will be built from chains of fragments of keys and values. In the simplest explanation, we can imagine that each key will be divided into small slices of a fixed size, from which a classic prefix tree will be built. A significant feature and significant difference will be the use of "vertical" and "horizontal" chains of fixed-size slices. A "vertical" chains corresponds to the traditional structure of the prefix tree, with the separation of individual prefix-fragments across the pages forming the each of B+tree branches. And "horizontal" chains will be formed from consecutive segments of the key, which it is not rational to put into separate pages.
The prefix tree constructed in this way will be able to automatically solve the subtask of key prefix compression due to "vertical" chains, as well as avoid poorly populated pages due to "horizontal" chains. The ideologically described structure is similar to the Patricia Tree, but the literal format and technical details are completely different. The rest of the details here will be superfluous.

As already mentioned, the approach of mapping a DB file to memory has both several advantages and significant drawbasks. Depending on the usage scenarios and other circumstances, the balance of pros and cons can shift significantly. Therefore the new implementation will allow operation without required mapping the DB file to memory.
Technologically, an optionality of memory mapping requires a local cache of read pages inside each process work with a database, or a rather complicated shared cache. The initial implementation will only offer a local non-shared cache within each process, and the subsequent shared cache based on lockfree updates.
In addition, avoiding memory mapping and using a local cache of read pages allows to support database encryption at the page level.



 libmdbx ⇨ Mithril DB

1. Continuous «seamlessly» development,

 Legacy databases support

2. New API with SWIG

for bindings generation

3. Dual license, Custom features…

https://swig.org/


libmdbx | In touch!

▪ to ask ⇨ https://t.me/libmdbx

▪ code ⇨ https://sourcecraft.dev/dqdkfa

▪ docs ⇨ https://libmdbx.dqdkfa.ru

Thanks:

▪ Erigon for sponsorship

▪ CARTESIUS.agency for consultations

▪ to you & all users for interest

2026

2025
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